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Using Okta as SCIM/SAML IdP

Overview

This document describes identity management methods employed by various Proofpoint applications, when integrated with Okta Identity CI
in Okta supports both System for Cross-domain Identity Management (SCIM) and Security Assertion Markup Language (SAML) standards.

SCIM

System for Cross-domain Identity Management is a specification for simplifying user identities management in cloud-based applications anc
platform. It is designed to build upon existing schemas and deployments, placing specific emphasis on simplicity of development and integr.
authentication, authorization, and privacy models. Its intent is to reduce the cost and complexity of user management operations by providir
model.

SAML/SSO

Proofpoint supports single sign-on (SSO) via Security Assertion Markup Language. When working with Okta Identity Cloud, Okta can be set
to Proofpoint Agent, MetaConnect or Proofpoint Admin Console. The diagram below illustrates the flow for application-triggered single sign-
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Okta and Proofpoint Integration
Currently, the Okta/Proofpoint integration supports the following functions:
e Creating users — New users created through Okta are duplicated in Proofpoint.
e Updating user attributes — User profile updates in Okta are pushed to Proofpoint.

¢ Deactivating users — Deactivating the user or disabling user access to resources in Okta also deactivates the user in the Proofpoint ap|
from Proofpoint user database.

e Pushing groups — Groups and their members can be pushed to Proofpoint. For details, seeManage Group Push.

¢ Reactivating users — Information about reactivated user accounts in Okta is propagated to Proofpoint as well.
In addition, the following user and user group attributes are synchronized between Okta and Proofpoint:
e User:
o First name
o Last name
o Phone number (work)
e User group:
o Group name

o Group member.

@ Note

A change in a previously-provisioned user group is not propagated to the Proofpoint user/user group database via Connector applicati
synchronization of the modified user group will be suspended.

Before You Begin
Verify that you have the following:
¢ An administrator account with Okta.

¢ A Proofpoint account with an administrator role that allows you to configure IdPs.

SCIM Configuration
This section details how configure SCIM parameters in the Proofpoint Admin Console (Admin Console) and Okta dashboard. This procedure
¢ Adding an API key and creating an IdP instance via Admin Console.

* Adding and configuring Proofpoint application as SCIM endpoint via Okta dashboard.

Adding an API Key

You must define an API key to be used for creating an IdP instance via Admin Console, and API secret for authenticating the SCIM API calls i
1. Log into Admin Console as administrator.
2. Navigate toAdministration > APl Keys.
3. At the top right-hand corner, click the+ Createbutton to add a new key.

4. In theGeneralsecton, enter the key name and description.
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General

APl Key Name *

API Key Description

5. In theExpirationsection, configure the key to never expire or set its exact expiration date.

6. Enable the relevant privileges for API Key (read), Groups (read/write) and Users (read/write).

£
=

Enable All (Current & Future)

o o
APIKeys o »
Bridges » »
Access Cc » »
A Rul » »
Alerts. » »
Audit »
Certificates. »
Cloud Applications »
Content Categories »
Devices »
Dlp Rules » »
EasyLinks » »
e » »
Enterprise Dns. » »
File Scanning Rules. » »
Groups ® ®
Locations »
Mapped Services » »
Mapped Subnets » »
Users [ ] ®
7. ClickSaveto finish.
API Key created X
API| Key ID
key-wvwqCG8oNqwkETm rD
SECRET
a587c617f01344a2bae9ead44002336657cOf E]

8. Write down the API ID and the secret for the later use.

() Note

The API secret disappears after the pop-up window is closed.

Creating an IdP Instance
Add a new IdP instance, which SSO URLs are to be used by the IdP connector application in Okta Identity Cloud.
1. Log into Admin Console as administrator.
2. Navigate toAdministration > Identity Providers.
3. At the top right-hand corner, click the+ Createbutton to add a new IdP.
4. In theGeneralsection of theAdd Identity Providerdialog box, add a meaningful name and description to the IdP.

5. Enable the IdP and toggle thelDP: Visibleswitch to make this IdP appear on the main login dialog box.
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General

Identity Provider Name *

Identity Provider Description

Enable

IdP: Visible

6. In the Configure SCIM section, enter the previously configured API key (seeAdding API Key).

7. Optionally, you can use the Assume Ownership feature to control the way locally-defined users are treated if they also exist in the SCII
users that arrive from the SCIM provider and already exist locally are treated as if provided and controlled by the SCIM provider, and n:

8. ClickSaveto finish.

Adding and Configuring Proofpoint Application as SCIM Endpoint in Okta Dashboard

Integrate the relevant Proofpoint applications with Okta.

1. Log into Okta Identity Cloud as administrator.

2. Navigate toApplicationsand add the Proofpoint Connector application.

=3 Add Application

mABCDEFGH JKELMNOPQGRSTUVW

A Meta Networks Connector

Apps you created (4) — Meta
Metworks
NTEGRATION PRCPERTIES

Any
Supports SAML

Supports Provisioning

System & Network

3. Go toProvisioning and select Integration on the Settings panel.

4. In thelntegrationdialog box, do the following:

o Enable APl integration.

XY £

o Configure the Base URL parameter — Base/Tenant URL value in the Configure SCIM section of the Admin Proofpoint Edit IDP dialc

> Edit IDP), see seeCreating_an IDP Instance.

o

o

]

ClickSaveto finish.

Provisioning

SETTINGS

Meta Networks Connector: Configuration Guide
To App

Provisioning Verification: Okta Verified
To Okta
This pr

Integration

Integration

#| Enable APl integration

Contact partner support: suppon@metanetworks.com

ClickTest API Credentialsto verify integration of the Proofpoint Connector application.

ng Integration Is partner-bullt by Meta Networks

Cancel

Base URL https:

APIToken e

'scim.nsoflo/vi/scim/idp-PIZVFXVDbZKkKQ54

Test AP| Credenuals

5. Go toProvisioning and select To App on the Settings panel.

6. In theTo Appdialog box, enable the required Okta-to-App provisioning features:

o Creating users.
o Updating user attributes.

o Deactivating users.
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Set API Token — API secret, configured in the Admin Proofpoint APl Keys menu (seeAdding APl Key).
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Provisioning
SETTINGS
~
— okta -+ E.
To Okta
= Provisioning to App Cancel
Create Users ¥ Enable
default username
Update User Attributes @ Enable
Deactivate Users ¥ Enable

Mapping Additional Attributes

In order to successfully associate users to their respective groups, an additional custom attribute of theData Typestring is required.
1. In the Proofpoint Connector settings, go toProfile Attributes & Mappings, and clickEdit Attributes.
2. ClickAdd Attribute.

3. Fill out the following fields, as illustrated below.

Add Attribute

*
Data type string
Display name @ groups
Variable name groups
External name @ groups
External namespace urncletf:params:scim:schemas:core:2.0:User
Description
Attribute Length Between
and

Attribute required (] Yes
Scope

Kl T

() Note

TheExternal namespaceparameter is mandatory for successful provisioning and correct group membership association. urn:ietf:parat

SAML/SSO Configuration

Obtaining SAML/SSO URLs

1. Log into Admin Console as administrator.

2. Navigate toAdministration > Identity Providersand verify that the previously-created IdP is enabled.

Okta [ x) Y

Name = Type lcon Modified
bt

Okta Identity Clo... SAML  SCIM ] 0 minutes ago

3. Click on the IdP title to display its configuration parameters.

4. Scroll down to display the SSO URLs.
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Copy and Paste these into your identity provider

SSO URL:

https://api.us.access.proofpoint.com/v1

Recipient URL

https.//api.us.access.proofpoint.com/v1/dnsof/sso/sam

Destination URL:

https.//api.us.access.proofpoint.com/v1/dnsof/sso/sam

Audience URI (SP Entity ID):

https.//api.us.access.proofpoint.com/v1/dnsof/saml/metadata

Configuring SAML/SSO in Okta Dashboard
1. Log into Okta Identity Cloud as administrator.

D

D

D

D

2. Enable the classic Okta dashboard Ul, as the relevant SAML settings are available only in this dashboard mode. Click onDeveloper Col

Applications

3. In the classic Ul of the Okta dashboard, go toApplicationsand select a Proofpoint Connector from the list of active applications.

4. Go toSign Onsettings and clickEdit.
5. In the edit mode, scroll down to theAdvanced Sign-on Settingssection.

6. Copy and paste the SSO URL and Audience URI from the Admin Console SSO URLs section.

ADVANCED SIGN-ON SETTINGS

550 URL

Audience URI (SP Entity ID)

7. Save your changes.

8. ClickView Setup Instructionsto display the relevant SAML 2.0 configuration instructions for the Proofpoint connector.

SAML 2.0 1s not configured untll you complete the setup Instructions.

View Setup Instructlons

dentity Provider metadata Is avallable If this application supports dynamic configuration.

9. Scroll down to theConfigure SAML Authenticationsection and copy the following values to be used during the single sign-on configut

o ldentity Provider Single Sign-On URL.
o |dentity Provider Issuer.

o X.509 certificate.

Configuring SAML/SSO in Admin Console

1. In the Admin Console, go toAdministration > Identity Providersand select the IdP to configure.

2. Scroll down toConfigure Single Sign-on.

3. Paste the following URLs that were copied from theConfigure SAML Authenticationvia the Okta dashboard:
o |dentity Provider Single Sign-On URL.
o |dentity Provider Issuer.

o X.509 certificate.
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Configure Single Sign-on A~

S50 type

SAML

Identity Provider Single Sign-On URL
Identity Provider Issuer

X.500 Certificate

Authentication Context Class

PasswordProtectedTransport

Just-in-Time Provisiening o

4. Save your changes, log out of Admin Console and test your SSO access.

Assigning Users or User Groups in Okta Dashboard

As a security measure, Okta does not issue a token allowing Proofpoint application users to sign into the application unless they have been «
granted access directly, or through a group that they are members of.

1. Log into Okta Identity Cloud as administrator.

2. If needed, navigate toUsers > People, add new users and assign each user to the relevant Proofpoint application.

@ Note

User phone numbers must be entered in the E.164 format. Non-compliant phone number are silently discarded.

3. If needed, navigate toUsers > Groups, assign users to the user group, and then assign the group to the relevant Proofpoint application
4. Navigate toApplicationsand select the required Proofpoint Connector from the list of active applications.

5. Go toPush Groupsand verify that the user groups assigned to the selected Proofpoint Connector appear in the pushed group list.

~ Meta Networks SCIM test
Met: R
Nﬂ:"‘”"s Active v % || L||l2| ViewlLogs

Assignments Push Groups
Push Groups to Meta Networks Connector
PUSHED GROUPS @ Push Groups » # Bulk Edit
Group in Okta Last Push Push Status
All
Errors scim-admin Aug 27, 2018 .
M Active

o 1:46:25 AM " id

By rule
scim-test Aug 27,2018 L
O 1:46:33 AM A Adve v || @

The process is complete. On the next login to the Admin Console, Proofpoint Agent or MetaConnect, the SSO sign-in with authentication ag:
available.
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